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OVERVIEW

What are adversarial attacks?

Can neural nets “think”?

What can adversarial attacks do for you?



ADVERSARIAL ATTACKS
“Egyptian Cat” 28% “Traffic Light” 97%



How far can these attacks go?

VS



ADVERSARIAL ATTACKS

Wu, Lim, Davis, G.  "Building an invisibility cloak"

Yolov2 Object Detections





“This hideous jumper makes Professor Goldstein invisible…

“[The Cloak] looks like a baggy sweatshirt…
with garish colors in formless shapes.”

…to the fashion curators at Vogue.”



APPROACH



THE SWEATER
 TEST



Wu, Lim, Davis, G.  "Building an invisibility cloak"

THE FLIP TEST



Wu, Lim, Davis, G.  "Building an invisibility cloak"

THE FLIP TEST



Other work on breaking systems
Adversarial attacks on 

copyright systems
Saadatpanah, Shafahi, & Goldstein

Witches’ Brew: Industrial Scale Data 
Poisoning via Gradient Matching
Geiping, Fowl, Huang, Czaja, Taylor, Moeller, Goldstein

Adversarial Attacks on Machine 
Learning Systems for High-

Frequency Trading
Goldblum, Schwarzschild,  Patel, Goldstein



Can adversarial ML protect 
privacy?





Private companies
Political 

organizations
Law enforcement

Foreign governments



Can we poison datasets so that 
they’re useless?



Can we poison datasets so that 
they’re useless?

Huang, Unlearnable Examples, 2021 

Shen, TensorClog, 2021 

Yu, Indiscriminate Poisoning, 2022 

Fowl & G, Preventing Unauthorized use, 2021 

Sandoval-Segura & G, Autoregressive Perturbations, 2022 

Related work



TRAINING ON ADVERSARIAL EXAMPLES

Catland

Frogville

Resnet50
boundary



OVER/UNDER PARAMETERIZED DUALITY

Resnet50
boundary

??
??

Catland

Frogville



OVER/UNDER PARAMETERIZED DUALITY

Resnet50
boundary

Cat
Frog

Catland

Frogville



TRAIN ON ADVERSARIAL EXAMPLE
TEST ON CLEAN DATA

Base image Cat



TRAIN ON ADVERSARIAL EXAMPLE
TEST ON CLEAN DATA



UNTRAINABLE IMAGENET?

Images that are labeled “right” to a human
 but “wrong” to a computer.



Resnet50
boundary

Cat
Frog

Catland

Frogville



Resnet50
boundary

Cat

Frog

Catland

Frogville



Ostrich

“Hen”



95%

Clean

100%

50%

CIFAR-10 Accuracy

6%

Resnet18

Poisoned with Resnet-18

11%

VGG19

7%

GoogleNet MobileNet

6%

“Adversarial examples make strong poisons”



Can you defeat poisoned data?

Adversarial Training

Sandoval-Segura & G, Autoregressive Perturbations, 2022 



Can you defeat poisoned data?

Mix with clean data

Sandoval-Segura & G, Autoregressive Perturbations, 2022 



Data security in federated learning



FEDERATED LEARNING

GBoard Predictive text

Image recognition API

App monitoring
& marketing data



GOING BEYOND PATTERN 
MATCHING



WHAT’S FEDERATED 
LEARNING?

Figure stolen from ai.googleblog.com/2017/04/federated-learning-collaborative.html

Cloud

Model
SGD

Local
 models



IS IT PRIVATE?

Figure stolen from https://federated.withgoogle.com/



A BIG LEAK



BIG SECURITY LEAK: LINEAR LAYERS

<latexit sha1_base64="Fr9RIjSnVwKgzTbJdHI4kvn8Ysw=">AAAB9XicbVC7TsMwFL0pr1JeBUYWiwqpLFWCqsJYwcLAUCT6kNpQOa7TWnWcyHZAJep/sDCAECv/wsbf4LQZoOVIlo7OuVf3+HgRZ0rb9reVW1ldW9/Ibxa2tnd294r7By0VxpLQJgl5KDseVpQzQZuaaU47kaQ48Dhte+Or1G8/UKlYKO70JKJugIeC+YxgbaT7XoD1iGCe3EzLT6f9Ysmu2DOgZeJkpAQZGv3iV28QkjigQhOOleo6dqTdBEvNCKfTQi9WNMJkjIe0a6jAAVVuMks9RSdGGSA/lOYJjWbq740EB0pNAs9MpinVopeK/3ndWPsXbsJEFGsqyPyQH3OkQ5RWgAZMUqL5xBBMJDNZERlhiYk2RRVMCc7il5dJ66zi1CrV22qpfpnVkYcjOIYyOHAOdbiGBjSBgIRneIU369F6sd6tj/lozsp2DuEPrM8fNOOSVA==</latexit>

L(z)<latexit sha1_base64="TBZnxgMQddDefrGlUPeW8+8qGHs=">AAAB73icbVBNSwMxEJ3Ur1q/qh69BIsgCGVXinoRil48VrAf0C4lm2bb0Gx2TbJiXfonvHhQxKt/x5v/xrTdg7Y+GHi8N8PMPD8WXBvH+Ua5peWV1bX8emFjc2t7p7i719BRoiir00hEquUTzQSXrG64EawVK0ZCX7CmP7ye+M0HpjSP5J0ZxcwLSV/ygFNirNR6wpe4+Xjid4slp+xMgReJm5ESZKh1i1+dXkSTkElDBdG67Tqx8VKiDKeCjQudRLOY0CHps7alkoRMe+n03jE+skoPB5GyJQ2eqr8nUhJqPQp92xkSM9Dz3kT8z2snJrjwUi7jxDBJZ4uCRGAT4cnzuMcVo0aMLCFUcXsrpgOiCDU2ooINwZ1/eZE0TsvuWblyWylVr7I48nAAh3AMLpxDFW6gBnWgIOAZXuEN3aMX9I4+Zq05lM3swx+gzx/DnI8m</latexit>

z = Wx+ b
Linear layers Downstream loss

<latexit sha1_base64="CELehrgNerlwBsXVqhH6JiT4+bA=">AAACF3icbZC7SgNBFIZnvcZ4W7W0GQxCbMKuBLURgjYWFhHMBbIhnJ1MkiGzs8vMrJgseQsbX8XGQhFb7XwbJ8kWMfGHgZ/vnMOc8/sRZ0o7zo+1tLyyurae2chubm3v7Np7+1UVxpLQCgl5KOs+KMqZoBXNNKf1SFIIfE5rfv96XK89UKlYKO71IKLNALqCdRgBbVDLLngCfA6tGvYC0D0CPLkdXWKc4uEMzQ9PHlt2zik4E+FF46Ymh1KVW/a31w5JHFChCQelGq4T6WYCUjPC6SjrxYpGQPrQpQ1jBQRUNZPJXSN8bEgbd0JpntB4QmcnEgiUGgS+6RyvqeZrY/hfrRHrzkUzYSKKNRVk+lEn5liHeBwSbjNJieYDY4BIZnbFpAcSiDZRZk0I7vzJi6Z6WnDPCsW7Yq50lcaRQYfoCOWRi85RCd2gMqoggp7QC3pD79az9Wp9WJ/T1iUrnTlAf2R9/QKaAp+X</latexit>

rWL = rzL(z)x
<latexit sha1_base64="dkcu7gQT4eJCzLREMztf3BZ80Hw=">AAACFnicbZC7SgNBFIZnvcZ4i1raDAYhFoZdCWojBG0sLCKYC2SXcHYySYbMzi4zs0Ky5ClsfBUbC0Vsxc63cZJsERN/GPj5zjnMOb8fcaa0bf9YS8srq2vrmY3s5tb2zm5ub7+mwlgSWiUhD2XDB0U5E7Sqmea0EUkKgc9p3e/fjOv1RyoVC8WDHkTUC6ArWIcR0Aa1cqeuAJ9Dy8duALpHgCd3oyuMUzycoYXhSSuXt4v2RHjROKnJo1SVVu7bbYckDqjQhINSTceOtJeA1IxwOsq6saIRkD50adNYAQFVXjI5a4SPDWnjTijNExpP6OxEAoFSg8A3neMt1XxtDP+rNWPdufQSJqJYU0GmH3VijnWIxxnhNpOUaD4wBohkZldMeiCBaJNk1oTgzJ+8aGpnRee8WLov5cvXaRwZdIiOUAE56AKV0S2qoCoi6Am9oDf0bj1br9aH9TltXbLSmQP0R9bXL8BcnyA=</latexit>

rbL = rzL(z)

Parameter gradients

<latexit sha1_base64="M6hvDmi20kpWIzfqiQERrIz4u6I=">AAACGXicbZDLSsNAFIYnXmu9VV26GSyCq5pIUTdC0Y0LFxXsBZpQTqaTduhkEmYmYgl9DTe+ihsXirjUlW/jpK1gW38Y+PnOOcw5vx9zprRtf1sLi0vLK6u5tfz6xubWdmFnt66iRBJaIxGPZNMHRTkTtKaZ5rQZSwqhz2nD719l9cY9lYpF4k4PYuqF0BUsYAS0Qe2C/YAvsCvA59BuYDcE3SPA05shPv7F/hRuF4p2yR4JzxtnYopoomq78Ol2IpKEVGjCQamWY8faS0FqRjgd5t1E0RhIH7q0ZayAkCovHV02xIeGdHAQSfOExiP6dyKFUKlB6JvObEc1W8vgf7VWooNzL2UiTjQVZPxRkHCsI5zFhDtMUqL5wBggkpldMemBBKJNmHkTgjN78rypn5Sc01L5tlysXE7iyKF9dICOkIPOUAVdoyqqIYIe0TN6RW/Wk/VivVsf49YFazKzh6Zkff0Amy+fdw==</latexit>

x = rWL/rbL
Uh oh.

Fowl et al.  “Robbing the Fed.” 2021



Linear layer filters
<latexit sha1_base64="c7Mg25zOfwpXNx1sg/k+XBjVhtM=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GPRi8cW7Ae0oWy2k3btZhN2N0IJ/QVePCji1Z/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4bua3n1BpHssHM0nQj+hQ8pAzaqzUaPfLFbfqzkFWiZeTCuSo98tfvUHM0gilYYJq3fXcxPgZVYYzgdNSL9WYUDamQ+xaKmmE2s/mh07JmVUGJIyVLWnIXP09kdFI60kU2M6ImpFe9mbif143NeGNn3GZpAYlWywKU0FMTGZfkwFXyIyYWEKZ4vZWwkZUUWZsNiUbgrf88ippXVS9q+pl47JSu83jKMIJnMI5eHANNbiHOjSBAcIzvMKb8+i8OO/Ox6K14OQzx/AHzucPtyOM5A==</latexit>

W
<latexit sha1_base64="fVYtN1fO879ZvvbO3E/FpGNntaU=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48t2FpoQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgTj25n/8IRK81jem0mCfkSHkoecUWOlZtAvV9yqOwdZJV5OKpCj0S9/9QYxSyOUhgmqdddzE+NnVBnOBE5LvVRjQtmYDrFrqaQRaj+bHzolZ1YZkDBWtqQhc/X3REYjrSdRYDsjakZ62ZuJ/3nd1ITXfsZlkhqUbLEoTAUxMZl9TQZcITNiYgllittbCRtRRZmx2ZRsCN7yy6ukfVH1Lqu1Zq1Sv8njKMIJnMI5eHAFdbiDBrSAAcIzvMKb8+i8OO/Ox6K14OQzx/AHzucPx8+M7w==</latexit>

b
0
0
0
0
1
0
0
0
0

Relu

Downstream

Fowl et al.  “Robbing the Fed.” 2021

BUT WE’RE PROTECTED BY BATCHING! 
…RIGHT?







EXAMPLE
batch size 16K

Original Imprinted

Fowl et al.  “Robbing the Fed.” 2021



But what about text?

“Decepticons: Corrupted Transformers Breach Privacy in Federated Learning for Language Models”

Decepticons



Text transformers

“Decepticons: Corrupted Transformers Breach Privacy in Federated Learning for Language Models”
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“Decepticons: Corrupted Transformers Breach Privacy in Federated Learning for Language Models”
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Attack





Building and breaking thinking systems



“Slow”/Type-II thinking
Iterative manipulationAbstract 

representation
Logical reasoning task

?

Solution

Pattern recognition task Static-depth 
network

Solution

“Fast”/Type-I thinking



Pattern matching

Machines are better than humans at…

“Type 1 thinking”



Human reasoning scales to 
problems of (potentially) 

unbounded difficulty

Humans handle 
domain shift well

Humans can synthesize 
complex strategies from 

simple rules

Type II thinking = logical reasoning



Can neural networks exhibit logical 
extrapolation?

I.e., a system that solves problems of 
unlimited complexity just by “thinking for 

longer?”



Why can humans perform logical extrapolation?

Logical reasoning task

?

Central executive

Working memory



Recurrent
Net

30X

Recurrent
Net

3000X

Easy
Problem Solution

Hard
Problem Solution

Train

Test



Getting started:  Replace feed-forward 
computation with recurrence



A B C D E

FC

A B B B C

FC

Feedforward model

Recurrent model



Controlling the hardness of a problem



Schwarzschild et al. “Datasets for Studying Generalization from Easy to Hard Examples”

Procedurally generated mazes
Input Label



MAZES
Train on 9x9, test on 13x13



ARCHITECTURE 
IMPROVEMENT

Original Recall

“Thinking Deeper with Recurrence,” 21



Train on 9x9        Test on 13x13

“Thinking Deeper with Recurrence,” 21



Train on 9x9        Test on 59x59

“Thinking Deeper with Recurrence,” 21

Recall
+inc loss

Feed Forward
& Naive Recurrent

Incremental loss



SCALING UP

Thinking 
nets

Logical
Reasoning
Problems



A problem that can be solved by a simple “for” loop



Test problem: Prefix sums

Goal: compute cumulative sum mod 2

Schwarzschild et al. “Datasets for Studying Generalization from Easy to Hard Examples”



ARCHITECTURE 
IMPROVEMENT

Train on 32 bits

Deep thinking

Feed Forward
Naive recurrent



A problem that requires branching



Schwarzschild et al. “Datasets for Studying Generalization from Easy to Hard Examples”

9x9

Train on this.
30 iterations



Train on 9x9        Test on 201x201

Schwarzschild et al. “Datasets for Studying Generalization from Easy to Hard Examples”

2400 iterations30 iterations

9x9



Train on 9x9        Test on 201x201

Schwarzschild et al. “Datasets for Studying Generalization from Easy to Hard Examples”

2400 iterations30 iterations





801x801



801x801

20,000
“thoughts”

1 (trivial) 
pixel error

100,004 
layers



Testing the robustness of thinking 
systems



Solving a maze: start to finish



Corrupt memory with Gaussian noise



Change the maze entry and exit point



CHALLENGE PROBLEM

Chess



“Chess puzzles”

Game scenarios that have 
clear “best move”.

Each puzzle has an Elo  
rating from human play.



But what happens when they
 “think for longer?”

1 million puzzles

Easy Hard

600K train puzzles 200K Test



Train on “easy”, test on “hard”

Chess



Some thoughts about thinking…

Thinking systems generalize to “hard” problems 
that lie outside the training distribution.

Thinking systems see only the problem and solution, 
and organically learn algorithms end-to-end.

Thinking systems can potentially replace hand-
crafted algorithms in ML systems. 



Thanks!


