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Optimization problems over trained neural networks

Trained NN
Image
Label
Adversary?

Tsay, Kronqvist, Thebelt, Misener

Given ......

e Verification [Feasibility] Is there an
adversary labeled & within a given
perturbation £1 or £5.?

@ Optimal adversary What image within
perturbation #1 or {o, maximizes the
prediction difference?

e Minimally distorted adversary [Croce and
Hein, 2020] Smallest perturbation ¢; or {o,
over which the NN predicts label k7

o Lossless compression [Serra et al., 2020]
Can | safely remove NN nodes or layers?
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Optimization problems over trained neural networks

Given ............

Trained NN _ e Verification [Feasibility] Is there an

Image T Ity .

Label =9 adversary labeled £ within a given
= _ !

Adversary? k — 4 perturbation ¢1 or /"

prediction difference?

T @ Optimal adversary What image within
l \ perturbation ¢; or £, maximizes the
141 loo
e Minimally distorted adversary [Croce and

Hein, 2020] Smallest perturbation 1 or /o,
over which the NN predicts label k7

o Lossless compression [Serra et al., 2020]
E—4 h—a Can | safely remove NN nodes or layers?
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Big-M formulation of a learned ReLU neural network
Lomuscio and Maganti [2017], Fischetti and Jo [2018]

y > (w'z+b)

y < (wlx+b)—(1—0)LB°
0<y<oUB°

o€{0,1}

Big-M coefficients LB?, UB? € R
(wTx +b) € [LB°, UB"
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Big-M formulation of a learned ReLU neural network
Lomuscio and Maganti [2017], Fischetti and Jo [2018]

T

o
/ y > (w'z+b)
: w1

< (wlz+b) —(1—0)LB°
y:HlaX(()?me+b) y—(w 93+) ( O')

o — y 0<y<oUB°
o W
o€{0,1}
wy
; Big-M coefficients LB?, UB? € R
Ln—1
o (wlz +b) € [LB®, UBY
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Big-M formulation of a learned ReLU neural network
Lomuscio and Maganti [2017], Fischetti and Jo [2018]

T

i)
/ y > (w'z+b)
: w1

< (wlz+b) —(1—0)LB°
y:HlaX(()?me+b) y—(w T + ) ( O')

T —y N 0<y<oUB’
k o€{0,1}
Wy
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Big-M formulation of a learned ReLU neural network
Lomuscio and Maganti [2017], Fischetti and Jo [2018]

1

T
/ y > (w'z +b)
: w1

< (wle +b) —(1—0)LB°
y:max(()./wTa:+b) y_('w a:—i—) ( U)

Tk ﬁ —_ 0<y<cUB°
§ o€{0,1}
Wy
; Big-M coefficients LB?, UB? € R
Ln—1
2 (w2 +b) € LB, UB")
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Big-M formulation of a learned ReLU neural network
Lomuscio and Maganti [2017], Fischetti and Jo [2018]

1

T
/ y > (w'z +b)
: w1

< (wle +b) —(1—0)LB°
y:max(()./wT:c+b) y_('w a:—i—) ( U)
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Wy
; Big-M coefficients LB, UB" € R
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BN
Why do we want to improve big-M?

State-of-the-art verification tools rely on big-M

MIPVerify [Tjeng et al., 2017] e NSVerify [Akintunde et al., 2018]

Applications using big-M

Optimize NN [Dutta et al., 2018, Lomuscio and Maganti, 2017, Wu et al., 2020, Grimstad and
Andersson, 2019] e Get perturbation bounds [Cheng et al., 2017] ¢ Compress NN [Serra et al.,
2020] e Count regions [Serra et al., 2018] e Find adversarial examples [Fischetti and Jo, 2018]

Develop alternatives to dynamic cut generation

Anderson et al. [2020] develop exponentially many cuts from a node’s convex hull. This
method does not scale well to large NNs [De Palma et al., 2021]. Botoeva et al. [2020] find
callback frequencies <0.025% balance computational burden and model tightening.
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Idea: Partition-based formulation of a learned RelLU neural network

Use disjunctive programming [Balas, 2018] to develop intermediate relaxations [Kronqvist et al., 2021]

1

o ,
: w1

Y = max (O, w!x + b)
T ﬁ  ——
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Idea: Partition-based formulation of a learned RelLU neural network

Use disjunctive programming [Balas, 2018] to develop intermediate relaxations [Kronqvist et al., 2021]
y=20 v Y= wlz +b
1 wlz+b<0 wlz+b>0

o ,
: w1

Y = max (O, w!x + b)
T ﬁ  ——
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Idea: Partition-based formulation of a learned RelLU neural network

Use disjunctive programming [Balas, 2018] to develop intermediate relaxations [Kronqvist et al., 2021]

y=20 y=wlz+b
L1 wlz+b<0 wle+b>0

T
/ wle = 2%+ 20
: w1

2+ 0b<0
= INc¢ (q 7 b) N
y = max (0,w7@ + P (1=0)b >0

Tk ﬁ  ——
K y=2"4+1-0)b
wy) ocLB®* < 2* < o UB*
(1-0)LB*<z2*<(1-0)UB®
Tp—1
L Extra: 1 variable 2%, 4 constraints

Equivalent to the big-M formulation
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Idea: Partition-based formulation of a learned RelLU neural network

Use disjunctive programming [Balas, 2018] to develop intermediate relaxations [Kronqvist et al., 2021]
y=wle+b

y=0
L1 [me—i—bgO]v wle+b>0

T
/ wle =%+ 20
: w1

2+ 0b<0
= INc¢ (q 7 b) N
y = max (0,w7@ + Lt (1=a)b >0

x S
) ﬁk y=2"+1-0)b
wy,y ocLB* < 2* < ocUB*
(1-0)LB"<:*<(1-0)UB"
Ty—1
L Extra: 1 variable z°, 4 constraints

Equivalent to the big-M formulation
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Idea: Partition-based formulation of a learned RelLU neural network

Use disjunctive programming [Balas, 2018] to develop intermediate relaxations [Kronqvist et al., 2021]

y=20 y y=z1+2+0b
1 z1+22+0<0 21+ 22+b0>0
€2 k
/ Zwi:pi:z‘f—i—zlf
1 w1 i=1
T n
Yy = max (O,'w :c+b> a b
Wi, = 29 + 2
T ﬁ e ——— Z v 2 2
k i=k+1
Wy
2
Ty—1
Ly
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Idea: Partition-based formulation of a learned RelLU neural network

Use disjunctive programming [Balas, 2018] to develop intermediate relaxations [Kronqvist et al., 2021]
y=20 y y=z1+2+0b
1 21+22+b<0 z1+22+b>0
€2 k
/ Z wir; = 2% + 28
1 w1 i=1
T n
Yy = max (O, w' T+ b) b
T ﬁ N Z wir; = 25 + 29
k i=k+1
21+ 254+0b<0
W b b
5 z2l+25+(1—0)b>0
Tp_1 1/:"«'11)4‘212)"‘(1_‘7)6
Ly oLBy <zt <oUBpNn=1,2

(1—0)LBY < 2P <(1-—

o)UB® Wn =1,2
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Idea: Partition-based formulation of a learned RelLU neural network

Use disjunctive programming [Balas, 2018] to develop intermediate relaxations [Kronqvist et al., 2021]

y=0 y=z+z2+z23+0b
21+204+23+0<0 21+20+23+b>0

k
Zwﬂ;i =2y + zz, VYn=1,2,3
wy i=1

X Yy = max <(),’wTw—|—b>
ﬁ — 21+ 29 +23+0b<0
/wn A+ +h+1-0)>0
y=2+ 254+ + (1 -0
oLB} <zt <oUBp¥n=1,2,3
(1—0)LBY <2’ <(1-0)UB%¥n=1,23

Tn—1

¢
i
i
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Proposed formulation & observations
Tsay et al. [2021]

Z Zwlx,—zz +0ob<0

1E€S,

Zz + ( o)b>0
y:Zzn—i— 1—0)b, o€{0,1}
n
oLB; < Z Wi — zz <oUB:N¥n=1,...,N

’iGSn
(1-0)LBY <22 <(1-0)UB’Y¥n=1,..,N

Differences from big-M

Partition parameter N e Choose subsets
SiU...USy = {1, ...,T]}; Se NS,y =0
Vn #n’ @ N new auxiliary variables 2
after eliminating z% e 4N new constraints

Observations

N =1 eqv. to big-M ¢ N =7 eqv. to
convex hull e Eqv. non-lifted formulation
has 2V constraints  Can have hierarchy of
relaxations with increasing tightness/size

Tighten bounds LB®, UB%, LB®  UB®

Interval arithmetic? Optimization-based
bounds tightening (OBBT)? [Tjeng et al.,
2017, Dvijotham et al., 2018]
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Z Zwlx,—zz +0ob<0

eb\ll
Z Z, -l-

y:Zzn—i- 1-o0)b, oce{0,1}

o)b>0

oLBY <Y wiw; — 2 <oUBLN¥n=1,..,N
iégn
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Increasing relaxation tightness with increasing NV

- & & &
- -

fix) &

fix)

- =

Example: two-input (z1,22) NN trained on scaled Ackley function

N =1 and N = 20 equiv. to big-M and convex hull, respectively. The 22 bounds were obtained
using interval arithmetic (top row) and optimization-based bounds tightening (bottom row).
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Importance of parameter N: Number solved vs. run time (||z — ||, = 5)
Optimal adversary CIFAR-10; CNN with 7 ayers = 2 & npidden = 100; Each line averages 100 examples &

100
—%— N=1 N=6
—— N=2 N=7 .
801 N=3 N=8 Observations
N=4 N=9 : .
% Nes N @ N =1 (equivalent to big-M)
= 601 performs worst;
g 20 o N = 2 good for easy problems;
2 @ Intermediate N balances model
201 size vs. tightness;

@ Performance declines N > 7
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Effect of input partitioning choice

Consider w = [1,1,100, 100] and z; € [0,1],i =1,...,4

I < ol
z9 + 100x35 4+ 10024 < 0201

To + 100z4 < 0101

z1 + 100z3 < 0101
3+ x4 < 02

$1+J32§02]

Proposed partitioning: Want similar weights w

e Equal size [S;| = [S2| = ... = [Sn| with weights in each partition as similar as possible
e Equal range range(w;) = ... = range(w;), reduce outliers effect w/ 2 extra bins, N >3
1€ST iESN

Weak partitioning: Dissimilar weights
e Random partitions Assign indices {1, ...,n} randomly to partitions S1, ..., Sy

@ Uneven magnitudes Weights “dealt” in a snake-draft order by decreasing magnitude.

Tsay, Kronqvist, Thebelt, Misener
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Experimental conditions [Tsay et al., 2021]
@ 3.2 GHz Intel Core i7-8700 CPU (12 threads), 16 GB memory,
e Models implemented & solved: Gurobi v 9.1 [Gurobi Optimization, LLC, 2020],
@ LP: Dual simplex, cuts 1, TimeLimit 3600s, default termination criteria, MIPFocus 3,
e Trained NNs on MNIST [LeCun et al., 2010] & CIFAR-10 [Krizhevsky et al., 2009], Dense

models: npayers X NHidden hidden & 10 output nodes. CNN2 from ‘ConvSmall’ L.
{Conv2D(16, (4,4), (2,2)), Conv2D(32, (4,4), (2,2)), Dense(100), Dense(10)}. CNN1
halves channels in each layer: {Conv2D(8, (4,4), (2,2)), Conv2D(16, (4,4), (2,2)),
Dense(100), Dense(10)}. CNN1/CNN2: 1,852/3,604 (MNIST) & 2,476/4,852
(CIFAR-10) nodes,

@ NNs implemented in PyTorch [Paszke et al., 2019] using standard training (no
regularization or methods to improve robustness).

'Based on ERAN dataset (https://github.com/eth-sri/eran)
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Importance of partitioning strategy: Number Solved & Average Time Solved
Optimal adversary MNIST; CNN with npayers = 2 & npidden = 100; Each line averages 100 runs; Max time 3600 s

100
. S
T s AR
"‘*-'\.',_,{ ol e
80 *“t—-*:—. xR -
3 9]
g >
2 3 -
Q A o a—O el
9 60 —+— Eq. Size —#— Random o 10° /./.—-‘-'-'*"
o
[ —%— Eq. Range —#- Ueven IS *
2 i e
[ ’ =z
E / ¥
3 a0 2 / 2"
= z / o
/ ® § ek
[ ) .
. ui”
N /"_-\g: —— Eq. Size —&— Random
» \\1,/ —%— Eq.Range  —#- Ueven
1 2 3 4 5 6 7 8 9 10 1 2 3 4 5 6 7 8 9 10
N N

Our partitioning strategies solve more problems faster than random & uneven partitions
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Optimal adversary examples

Number solved (in 3600s) and average solve times for big-M vs equal-size partitions. Average times computed for
problems solved by all 3 formulations

Dataset Model €1 Big-M 2 Partitions 4 Partitions
solved(#) av.t(s) solved(#) av.t(s) solved(#) av.t(s)
MNIST 2 x50 5 100 57.6 100 42.7 100 83.9
2x50 10 97 431.8 98 270.5 98 398.4
2x100 25 92 525.2 100 285.1 94 553.9
2x100 5 32 14737 59 494.6 48 988.9
CNN1* 0.25 68  1099.7 86 618.8 87 840.0
CNN1* 05 2 22932 16 1076.0 11  2161.2
CIFAR-10 2x100 5 62 19823 69  1083.4 85 752.8
2x100 10 23 2319.0 28 1320.2 34 1318.1

*OBBT performed on all NN nodes
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Verification examples

Number solved (in 3600s) and average solve times for big-M vs equal-size partitions. Average times computed for
problems solved by all 3 formulations. OBBT performed for all problems.

Dataset Model € Big-M 2 Partitions 4 Partitions
solved(#) av.t (s) solved(#) av.t(s) solved(#) av.t(s)
MNIST  CNN1 0.050 82  198.5 92 27.3 90 52.4
CNN1 0.075 30 6325 52 139.6 42  281.6
CNN2 0.075 21  667.1 36 160.7 31 306.0
CNN2 0.100 1 5053 5 134.7 5 2463
CIFAR-10 CNN1 0.007 99  100.6 100 25.9 99 45.4
CNN1 0.010 98 85.1 100 21.1 100 37.5
CNN2 0.010 40 2246.7 72  859.9 35 24494
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¢1-minimally distorted adversary examples

Number solved (in 3600s) and average solve times for big-M vs equal-size partitions. Average times and ¢; are
computed for problems solved by all 3 formulations. OBBT was performed for all problems.

Dataset Model avg(er) Big-M 2 Partitions 4 Partitions
solved(#) av.t (s) solved(#) av.t(s) solved(#) av.t(s)
MNIST 2 x 50 6.51 52 675.0 93 150.9 89  166.6
2x 75 4.41 16 5473 37  310.5 31 4240
2x100 273 7 7108 13 572.9 10 7779
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BN
Generalizing from NN: How to take steps between big-M & convex hull?
MI(NL)P with disjunctions

v [gk(a:) <bp Vke cl]

xeX CR,

D: disjunct indices, C;: constraint
indices, X’: convex compact set
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Generalizing from NN: How to take steps between big-M & convex hull?
MI(NL)P with disjunctions
v [gk(x) <bp Vke Cl]

xeX CR,

D: disjunct indices, C;: constraint
indices, X’: convex compact set

Assumptions
© Functions gj, : R7 — R convex additively separable: gi(x) = > hix(x;) where
h;r : R — R are convex functions, and each disjunct is non-empty on X.
@ Functions g are bounded over X,
© Far fewer constraints than # variables in each disjunction: |C;| << 7.
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BN
Generalizing from NN: How to take steps between big-M & convex hull?

MI(NL)P with disjunctions Applications?
\/ [gk(x) <b., Vke Cl] Clustering [Papageorgiou and Trespalacios, 2018,
e Saglam et al., 2006] e Mixed-integer classification
x € X CRY, [Liittschwager and Wang, 1978, Rubin, 1997] e

Coverage optimization [Huang and Tseng, 2005] e

D: disjunct indices, C;: constraint
P ball [Krongvist and Misener, 2020] « ReLU NN

indices, X’: convex compact set

Assumptions
© Functions gj : R7 — R convex additively separable: gi(x) = >"7_ | hix(x;) where
h;r : R — R are convex functions, and each disjunct is non-empty on X.
@ Functions g are bounded over X,

© Far fewer constraints than # variables in each disjunction: |C;| << 7.
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N-split representation of original disjunction [Kronqvist et al., 2021]

Lift with N x |D| new variables, Relax splitted constraints to global constraints, Feasible  space doesn't change

lé/,D [Z?:l ha(zi) < bl]

rxe X
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N-split representation of original disjunction [Kronqvist et al., 2021]

Lift with NV x |D| new variables, Relax splitted constraints to global constraints, Feasible  space doesn’t change

Zhll < 0‘1

€Ty

> halw) < aly

V  |i€Zn
leD N
l
Y, [Z?=1 hi(x;) < bl] Zas < b
leD . =
zed QtS < o <&
Vs {1,...,N}

zeX,a eRVVIeD,

I, :
@, 1= min Zhil(x,)

i€Ls

Tsay, Kronqvist, Thebelt, Misener
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N-split representation of original disjunction

Lift with NV x |D| new variables, Relax splitted constraints to global constraints, Feasible  space doesn’t change

\
leD
1 a(x) <
lé/’D [Zz:l hi(z;) < bl]
reX

zeX,a eRVVIeD,

<a1

Z hzl

€Ty

> halw) < aly

i€LN

VsG{l,...,N}

I, :
@, 1= min Zhil(a:,)

Tsay, Kronqvist, Thebelt, Misener

i€Ls

Partition formulations for ReLU NN

[Kronqvist et al., 2021]

V s=1
leD C_Ké < a; < O_‘ls
Vse{l,...,N}
Zhil(ﬂfz) <
1€l
Vs e{l,...,N}, l €D,

zeX, o eRVNVIeD,

ol = :Icnel% Zhil(ﬁci),

€L

Friday 18*
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BN 000
N-split formulation

Represent the convex hull of the N-split disjunction using extended formulation [Balas, 1998]

ol = Zz/gls Vse{l,...,N}, le D  Properties
deD

N o Feasible x space stays same,
Zylaé < b\ VieD @ 1-split equiv. big-M,

s=1 o If h affine, n-split equiv.

!
oldg <vis <alg Vse{l,...,N}, I,deD convex hull,
Zhil(ﬂfi) <al Vse{l,....N,leD o If h affine, can get big-M to
- o convex hull relaxation
hierarchy.

> n=1, xe{o,1}/” ’

P More in Kronqvist et al. [2021]

zeX,a eRY, v eRY Vse{l,...,N}, 1eD
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N-splits also may be useful with nonlinear functions

[llustrative example

1-split/big-M 2-split 4-split
({z1, 22, 23, 24}) ({1, 22}, {23, 24}) ({z1}, {2}, {23}, {z4})
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instance big-M 2-split 4-split 8-split 16-split 32-split convex hull

Cluster gl time >1800 81.0 13.9 2.9 1.7 35 42.0
nodes | >8998 2946 1096 256 98 91 73

Cluster g2 time >1800 106.3 7.7 43 2.1 45 40.6
nodes | >10431 1736 481 217 104 86 77

Cluster g3 time >1800 >1800 870.6 407.2 597.5 NA >1800

nodes | >28906 | >40820 19307 14923 16806 >7797

P ball 1 time 403.0 235.4 285.1 18.5 NA NA 42.2
nodes | 29493 7919 5518 2202 1437

P_ball 2 time >1800 483.6 326.6 41.6 30.6 NA 28.2
nodes | >19622 13602 5871 3921 1261 531

P_ball 3 time >1800 >1800 >1800 149.3 91.1 78.7 114.0
nodes | >7537 >6035 >6708 7042 3572 631 554

big-M 14-split 28-split | 56-split 196-split | 392-split | convex hull

Cluster _m1 time >1800 >1800 129.5 76.8 32.0 33.2 313.3
nodes | >10680 >0651 2926 1462 524 195 228

Cluster _m2 time >1800 1116.5 156.1 27.1 97.0 54.2 1260.1
nodes | >4867 6220 1915 805 2752 1155 131

Cluster _m3 time >1800 >1800 429.5 60.0 23.2 19.8 >1800
nodes | >4419 >4197 3095 1502 741 397 >93
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Between steps: Partition-based formulations

Summary

@ New relaxations of disjunctions intermediate to big-M & convex hull, form a hierarchy
under additional assumptions,

@ Introduce parameter N (# splits) and aggregation choice (how to group variables),
parameter choices robust across many instances,

@ RelLU NN: Solve 25% more problems in 1 hr, average 2.2X speedup for solved problems,

@ Promising computational results for other classes of problems.

Want to know more?

o Papers https://arxiv.org/abs/2102.04373 e https://arxiv.org/abs/2101.12708
o Twitter @Coglmperial e @CalvinTsay e ©JanKronqvist ¢ @AThebelt ¢ @RuthMisener
@ YouTube https://www.youtube. com/channel /UCXRdjQRmIXfZj2c4XWixpzg
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https://twitter.com/RuthMisener
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